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Project objectives for the period

Overview
The two main objectives for the first period of the project have been:
1)
the development of an untrusted prototype of a compiler from a large
subset of C to the object code of a simple microprocessor, of the kind used in
embedded systems (first milestone of the project). The prototype also
instruments the source code with “ghost code” to keep track of the total and
exact execution time (in clock cycles) of the program. The cost of each basic
block is determined by keeping track of blocks during compilation, associating
to each C block the cost of the corresponding object code produced.
2)
the formalization in the Matita interactive theorem prover of the two
executable semantics (emulators) for both the C subset we consider and the
targeted microprocessor.
The two main objectives for the second period, as included in Annex I to the
Grant Agreement, have been:
1)
the development of a proof-of-concept prototype that interfaces the
untrusted prototype compiler with extant tools for the certification of
extensional properties of C programs. The new prototype must allow the user
to manually enrich the instrumented source code with cost assertions and it
must generate proof obligations to verify the assertions. Automatic and
interactive theorem provers can then be used to formally prove all obligations.
Automatic inference of cost assertions by means of abstract interpretation of
the source code must also be tested. The prototype represents the second
milestone of the project and the first practical tool suitable for dissemination.
2)
the formalization in the Matita interactive theorem prover of the
executable semantics for all intermediate languages and the rewriting of the
untrusted CerCo prototype in Matita. This is the last preliminary step required
to start the certification of the whole compiler, which will also start during the
second period and to be completed at the end of the project.
The two main objectives for the third period, as included in Annex I to the Grant
Agreement, have been:
1)
the formalization in the Matita interactive theorem prover of the whole
compiler
2)
the refinement and assessment of techniques to automatically infer cost
assertions for the source code in such a way that automatic provers can solve
the proof obligations generated for the cost invariants
3)
the development of a major case study for 2) consisting in the fully
automatic cost analysis of reaction time for Lustre programs

Follow-up of previous review
During the second project review the reviewers have made the following main
recommendations. We describe here the actions taken in response.
1)
“The consortium should concentrate on positioning the project with
respect to the state of
the art which requires a detailed literature survey. In particular, the
consortium should
clearly formulate what distinguishes the project from existing work and which
results are
clear improvements.
”
In response to the suggestion, we got in touch with some research groups and
EU Projects that work in the mainstream of WCET analysis. Particularly useful
where the interactions with the forthcoming TACLe COST Action, which we plan
to join, and the EU Project PROARTIS. The two events organized during the third
period also allowed us to discuss our project goals and objectives with a larger
audience.
From the project planning phase, the differences in methodology w.r.t. the
state of the art have been clear, as well as the long term promises of the
methodology (reduced trusted code base, improved precision of the bounds,
parametricity, integration of a larger set of techniques in time analysis). These,
however, are all long term goals and, starting with a new methodology from
scratch, it was also obvious that in the short term we would not have any
improvement with the consolidated techniques, that have evolved for decades.
The interaction with the WCET experts, however, has indeed allowed us to
understand a strong points of our methodology that we did not consider.
Industry seems to have a strong interest in performing time analysis during
early development phases, something we can already provide almost for free.
WCET analysis has traditionally been used in the verification phase of a system,
after all components have been built. Since redesigning a software system is
very costly, designers usually choose to over-specify the hardware initially and
then just verify that it is indeed sufficiently powerful. However, as systems'
complexity rises, these initial safety margins can prove to be very expensive.
Undertaking lightweight (but less precise) analysis in the early stages of the
design process has the potential to drastically reduce total hardware costs.
Obviously current WCET technology that depends on the generation of the
object code is unsuitable for this task. Embracing the CerCo approach, instead,
we can already reason at early stages by axiomatizing the cost of
unimplemented components or by reasoning parametrically over those costs.
The CerCo plug-in can already combine together actual costs computed on the
generated object code and axiomatized costs, and it smoothly supports
progressive program refinement.

To understand the current interest in early development analysis, one out of
four work packages of the forthcoming TACLe cost action will be entirely
devoted to the topic. This will be the work package that members of CerCo are
going to join and contribute to.
On the negative side, both the literature survey and direct interaction with
fields experts show that the major concern of the WCET community at the
moment is represented by the so-called WCET Walls, i.e. showstoppers to static
analysis. The first wall is the current evolution of high performance hardware
that is hitting the embedded systems market too. Simple and predictable
microprocessors and systems are being replaced with multi-cores and, soon,
whole systems-on-chip with several computing units, each one with several
multi-cores, a non uniform memory space and a network-on-chip. The
computations running in parallel on different nodes greatly affect each other
execution costs. If static analysis considers programs in isolation, it will always
need to assume the worst scenario and, because of the extremely high jitters
of these architectures, the bounds obtained will be so large to be practically
useless. The second wall is the progressive disappearing of detailed
information to build the clock cycle precise hardware models required by static
analysis.
A lot of pressure is currently put by researcher on hardware manufacturers to
produce alternative hardware that is not oriented at maximizing average case
performance, but at being predictable. As far as we were told, these efforts
have failed so far and it may be that in the future no static analysis at all will
be any longer useful. CerCo is clearly affected by this issue and does not
contribute to the problem. On the other hand, we tried to understand to which
extent the CerCo technology could embrace and cope with some of the
solutions currently proposed to mitigate the problem, like randomization of
hardware components (e.g. caches) to eradicate the dependency of execution
cost from execution history. The results in this direction seem very promising:
the labelling approach at the heart of CerCo can already deal with both
deterministic and probabilistic cost models and embracing the PROARTIS
proposal on probabilistic caches could allow CerCo to deal with the currently
deployed hardware.
2)
“The consortium should as soon as possible start with the verification of
the compiler.” “The reviewers are worried that the whole verification tasks
cannot be successfully completed by the end of the third project period.”
The verification of the compiler had already started and an estimation of the
time required had been made by multiplying the amount of code to be verified
by the ratio time-per-line obtained from CompCert. The worries by the
reviewers were well founded because indeed we were not able to complete the
formalization for the end of the project. Two facts concurred to the delay: 1)
our preliminary certification of a toy compiler (for a While language) that
implemented the labelling approach show that the effort required for the
intensional properties was minimal compared to the part that deals with a
classical forward simulation. That resulted to be completely false when we
started the proof for the C compiler. The main difference was due to function

calls and function pointers. In the toy compiler, the final result was obtained
from two independent proofs: one syntactic preservation of certain invariants,
that were a property of the static code and not of the execution; a proof of
forward simulation were the set of observables were augmented with labels,
posing no additional problems. In presence of function calls, a whole new set of
invariants need to be preserved. In particular, we need to grant that a function
returns immediately after its calling point, which is a non trivial property in all
back-end languages (and that can be falsified by any compiler pass without
affecting functional correctness). The property is hard to prove because it is a
global property of part of a sub-trace. Function pointers pose additional issues
because with function pointers a call can jump anywhere in the code.
Therefore, what used to be a syntactic property on the code (and not on
executions), now becomes a property on executions too. To cope with both
problems at once, we completely revised the global proof sketch introducing a
new style of semantics that maps programs to structured traces. A structured
trace is no longer a plain stream of observables, but a “stream” of observables
with additional structure and invariants that capture all the information
required to infer a cost model on the object code and backward propagate it to
the source code. In particular, after introducing a notion of similarity between
structured traces, we proved that all that is needed to complete the proof is: a)
a forward simulation result for each pass, where the notion of simulation is
based on the new notion of similarity; b) the proof of existence of structured
traces in the first place, i.e. the fact that every C program execution has the
good structure. We also integrated in the structure the assumption that the run
does not go out of stack, which is necessary because we assume a realistic
target language with finite memory. This necessity was also pointed out by the
reviewers during the meeting, and we were able to cope with it inside the
labelling approach. 2) the ratio time-per-line was extraordinarily higher for the
proof of correctness of the assembler because of the enormous amounts of
instructions and because of the complexity of the operational semantics.
CompCert does not implement any assembler.
The new proofs that deal with structured traces took a significant amount of
time and we had to revise the definition of structured traces several times. At a
certain point it has been clear that we would not have been able to complete
the formalization.
As contemplated in the DoW, we started counter-measures. At the time of the
DoW, the idea was to concentrate on some passes (the most difficult ones)
leaving other unproved. Instead, we chose another strategy. We decided to
isolate as much as possible the parts of the proof that either were novel and
peculiar of the labelling approach, or that were interesting because they
pointed at some benefits from our proof and design choices. At the end of the
project, all CerCo specific parts have been proved and, indeed, at least for the
back-end we have provided two generic layers to reduce a proof of forward
simulation in the sense of structured traces to a standard proof of simulation
(with a few very simple additional syntactic invariants to be checked). The first
layer is fully generic because it works on a fully abstract notion of transition
system equipped with a structured traces semantics. The second layer works
on our generic representation of back-end languages and it applies to any

concrete pass that instantiates a generic pass data structure. Thanks to these
generic layers, we now know how to apply the labelling approach to an existent
formally verified compiler after re-writing all back-end languages and passes
using our generic representations.
To summarize, while the compiler has not been fully certified, only functional
properties preservation is left to be proved and it has been isolated in such a
way that the missing parts of the proof should now be standard. Moreover, the
non standard parts have been made as reusable as possible.
3) “The consortium should develop a code extractor for MATITA which allows
obtaining executable code from MATITA specifications such that an executable
version of the trusted CerCo compiler can be automatically generated. This
extraction will be crucial to apply the CerCo approach to practical case studies
and to present it to industry.”
We have worked on two code extractors, one targeting the OCaml language
and the Hindley-Milner type system and one targeting the flavor of System
F_omega that is implemented by extensions of GHC. The first one has been
used to extract the CerCo compiler. It shares code with the one of Coq and
produces code of the same quality. As discussed in D5.2, the quality of the
code extracted from the CerCo compiler, measure using several orthogonal
axis, ranges from average to poor. This is partly a consequence of extracting
from a very rich type system (we fully exploited the dependently typed
discipline) to a very poor one (Hindley-Milner). For that reason we started
extraction to System F_omega (GHC), but we have also identified several
additional improvements to code extraction to recover code quality. For
example, we would like to experiment with the extraction of dependent records
to first class OCaml modules to recover typing information, and we would like
to exploit polymorphic variants and GADTs during extraction. It seems that the
CerCo compiler code represents a very good test bench for studying the
improvement of code extraction and in the middle term period we will continue
research in that direction.
4) “The consortium should concentrate on further developing and publishing
the dependent labelling approach. In particular, the approach should be
extended to further compiler optimizations, apart from loop peeling and
hoisting, and be applied to more modern processor architectures, eventually
aiming at multi-level caches and pipelines.”
Not being able to divert more manpower from the formalization, we hired a
new Post-Doc from UNIBO to work on this topic. Because of lack of time, it was
not possible to let him work both on new optimizations and modern process
architectures. We decided that the latter were more relevant at the moment.
The Post-Doc first concentrated on pipelines, but at the end he came up with a
fine grained analysis of dependent labelling that classifies cost models
according to the possibility of backward propagating them to the source code.
In particular, a certain class of cost models, that covers at least simple version
of pipelines, can be propagated by exposing at the same time on the source

code an abstract representation of the hardware state. For caches the situation
is harder, but combining the same technique with probabilistic time analysis it
should be possible to analyze on the source code randomized caches like the
ones developed in the PROARTIS project. Further research is needed on the
topic and we absolutely need a working prototype to test the capabilities of
invariant generators and automated provers to reason on these more complex
cost models. Nevertheless, this research line is on its way and no major
showstopper has been found so far, confirming our intuition that precise source
code time analysis should be possible even in presence of complex hardware
architectures. Moreover, all alternative possibilities already discusses in last
year response to the reviewers still apply, with a degradation of precision.
5) The reviewers required a revision of some deliverables and a few addenda.
The new versions and addenda were submitted to the EU as expected.
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Work progress and achievements during the
period
Progress overview and contribution to the research
field

As clearly visible in the Pert diagram in Annex 1, the workplan for CerCo
has been designed to maximize parallelism between two important activities.
The first activity, performed in WP2 and WP5, consists of the development of a
framework for the analysis of intensional properties of programs written in C.
The important landmarks for this activity are:
1) the development of the untrusted cost annotating O'Caml compiler, to
be later replaced with a trusted version that has the same interface;
2) the integration of the compiler into a larger framework that allows one
to manage the machine-provided cost annotations and the humanprovided cost invariants;
3) the integration within the framework of procedures to automate the
trivial proof cases commonly found in proofs of complexity obligations;
4) the study of some use-cases
Landmark 1), which is also the first project milestone, was successfully
attained during the first period of the project; Landmark 2) was successfully
attained during the second period of the project; Landmarks 3) and 4) were
successfully attained during the third period.
Landmark 1), which is also the project milestone M1, already is a
significant achievement in the domain of compiler design. Indeed, this
constitutes the first example of a compiler that is able to induce absolutely
precise cost annotations on the source language. As far as we know, in the
compiler construction literature there is no comparable work for comparative
assessment.

With our approach we finally obtain a fully certified compiler that
preserves both the extensional and intensional semantics of the program.
However, at the end of the first period we paid the price of not being able to
exploit all the optimizations of existing compilers. In particular, loop
optimizations were prevented. During the second period we have dramatically
enhanced the basic labelling approach so that it now accomodates some loop
optimizations and we are now confident that the method scales to most
optimizations in the literature. In the third period we have make a theoretical
study on how the same technique used for loop optimizations can
accommodate some modern processor features like pipelines and caches. The
results are promizing for pipelines, while for caches we need further
investigation to be performed in future work. Finally, we have extended the
CerCo labelling approach described in D2.1 to a standard compilation chain
from a higher-order functional language of the ML family to C. This shows that
the approach is sufficiently general to be applied to higher-order programs
whose concrete complexity is generally regarded as difficult to estimate.
Practical applications of CerCo are enabled by Landmark 2) that allows
users to perform parametric WCET, i.e. to prove worst case execution times on
functions as a function of the parameters of the function. This gives our tool a
distinct flavor respect to standard WCET techniques that focus on producing a
number representing the WCET of the function on every possible parameter.
Compared to experimental tools for parametric WCET, the benefit of
performing the analysis on the source language is that of potentially achieving
more precision in the bound by means of more precise control flow analysis
obtained from better knowledge about the functional invariants/variants of the
high level code.
Moreover, the results of the plugin have a very high level of trust. Firstly,
because the cost annotations added by CerCo will be granted to be correct
when the certification of the compiler will be completed. Secondly, because
verification of the proof obligations, which is performed comfortably on source
code, is deductive and proof obligations can be discharged with various
provers. The more provers that discharge an obligation, the more reliable we
may view the result as being.
When automatic provers fail to discharge an obligation, the user can still
try to verify them manually, with an interactive theorem prover such as Coq or
Matita. This possibility is enabled by another peculiarity of the CerCo
methodology: while other WCET tools act as black boxes, the cost plugin
provides the user with as much information as it possibly can. When a WCET
tool fails, the user generally has few hopes, if any, of understanding and
resolving the issue in order to obtain a result. Contrarily, when the cost plugin
fails to add an annotation, the user can still try to complete it. Further, since
the output of CerCo is valid C code, it is also much easier to understand the
behavior of the annotations.

The work completed on Landmark 4) yields a trusted and completely
automatic WCET analyser for Lustre programs. It contributes evidence for the
feasibility of our approach. We provided other evidence by using the CerCo
plug-in to certify parametric time bounds of simple C programs taken from
benchmarks that use nested loops and manipulate data structures via pointers.
To deal with pointers, in the third period we have implemented a lightweight
version of separation logic in the CerCo plug-in. In the second period we have
also shown how the CerCo approach can be applied equally well to functional
programming languages that have no implicit management of the memory. In
the third period we have continued the study to also include implicit memory
management. The solution we found is not based on garbage collectors, which
are rather unpredictable, but on the insertion in the target language of
predictable explicit dispose operations proved safe by a types-and-effect
systems.
The second activity, performed in WP3 and WP4, consists of the
formalisation of the core component of the framework, the cost annotating
compiler itself. The important landmarks for this activity are:
1)
the formalisation of the source language and the target
architecture;
2)
the formalisation of the intermediate languages used during
compilation;
3)
the rewriting of the untrusted compiler in Matita;
4)
the certification of the rewritten compiler.
Landmark 1) has been successfully attained during the first period of the
project and Landmarks 2) and 3) during the second period. Significant progress
towards Landmark 4) has been achieved during the third period, but the formal
proof has not been completed.
The part of the proof that we completed deals with the peculiarities of
the CerCo compiler, which is the preservation of the cost model induced by the
compilation itself. The first step to achieve this result has been the definition of
a new semantics for programming languages that makes observable enough
program structure to allow the inference of the cost model and the backward
propagation of the model along the compilation chain. The first major result of
the proof is that a forward simulation that respects all the observable structure
allows to transfer any model from the target to the source language. The
second major result is the correctness of the algorithm that compute the cost
model on the object code: the cost prediction is correct only for those runs that
respect the structure imposed by our new structured semantics. The third
major result is that every run of a C program respects the structure. Therefore
the cost prediction for C programs obtained using the model computed on
object code produced by our compiler is always correct. The fourth major result
is a reduction of the complexity of forward simulation for our new semantics:
we prove with non trivial arguments that a traditional proof of forward
simulation based on a standard semantics can be lifted to a forward simulation

proof for our new semantics just proving a minimal amount of simple additional
obligations. Therefore the only part of the proof that still needs to be
completed is rather standard and expected to give no new major insights.
In the literature there already exists several formalisations of assemblers
and compilers. We diverge from the existing literature in two ways. First, as far
as we know we will formalize the first compiler that infers and preserve
intensional properties of high level programs parameterized on the cost model.
The closest existing work is represented by the Piton project, which formalized
in ACL2 a series of compilers for high-level languages to an assembly language.
In order to formalize the forward simulation in ACL2, the authors needed to
define a clock function that, given a high-level program and a status, returns
the number of low level steps required to simulate the execution of the next
high level instruction. Clock functions are necessary in ACL2 to even state the
forward simulation theorem and they are not meant to be presented to the
user for high level reasoning on the code. In particular, the code of the
functions, if presented to the user, could be hardly understandable in presence
of significant optimizations. Moreover, proofs done using clock functions are
menageable with a proof assistant, but not on paper, while our methodology is.
Moreover, clock functions measure time only and extending the methodology
to deal with other costs, like space or energy consumption, does not amount to
a change of a single function, like in our approach.
The second reason for divergence from the literature is the heavy
exploitation of dependent types and executable semantics in the formalization.
Small examples of compilers implemented using dependent types already
exist, but ours is the first large-scale formalization to employ them. Executable
semantics are heavily used in ACL2 to prove compiler correctness, but not in
combination with dependent types. The combination of both techniques at
once yields a totally new proving style (“Russell-style”) where the user simply
writes the code and the system opens relevant proof obligations. At the
moment this approach is supported only by the Coq and Matita interactive
theorem provers. Whilst support for the former is implemented in an external
layer of the system, this style is implemented in Matita at the refiner level and
is therefore much more flexible.
As expected, during the first formalization steps we have already faced
some weaknesses in Matita's support for this style of development, and we
have modified Matita accordingly. A better understanding of the methodology,
and the requisite improvements to the interactive theorem prover are valuable
side-effects of CerCo. A final comparison between the proof style adopted and
the traditional one used, for instance, in CompCert is an interesting by-product
of the project that will be possible only after completion of the whole
formalization.
In addition to the two activities described in the workplan, we have
started in the second period a third activity to generalize the methodology of
CerCo to cover more complex scenarios and get closer to industrial
applications. In particular, we have been interested into optimizations that do

not preserve the control flow of the program and into modern hardware
components that make the cost of execution sensitive to the state of the
components. An example of such optimizations are loop optimizations and an
example of such components are pipelines, caches and branch predicting units.
In both cases the effect is that it is no longer possible to assign a constant cost
to a block in the high level language. In the case of pipelines, for example, the
cost of a block depends on the state of the pipeline at block entry, which in
turn depends on the execution history. In the case of a loop unfolding, for
example, the cost of even and odds loop executions is different, because there
is no longer a bijection between the object code executed and the
corresponding source code. During the second and third period we have shown
how it is possible to replace constant costs of blocks with costs that are
parametric on a view of the state of the high level program. The proposed
solution requires minimal changes to the compiler and to its proof of
correctness: all the complexity is confined to the static analysis performed on
the object code and to the instrumentation phase that injects at the beginning
of every source code block additional code to update the view. The solution is
fully satisfactory for loop optimizations and we also provided an
implementation. In the case of execution history dependent hardware
components, the situation is less clear. We have a full solution that works in
theory for pipelines, but we have not done an implementation yet to verify if
working automatically with the parametric costs generated is practical. For
caches, we know that we need to combine our technique with Static
Probabilistic Time Analysis in order to obtain manageable views and we have
proved that the move to probabilistic analysis has again no impact on the
compiler and its certification. Further studies are necessary to understand if
the obtained solution is satisfactory or if we need something stronger to further
reduce the complexity of views management and cost invariants for caches.

Work packages progress
WP2: Untrusted compiler prototype
The goal of this Work Package was to implement a proof-of-concept
prototype for the cost annotating compiler. The untrusted prototype compiler
has driven the design and implementation of the trusted version, and at the
same time has allowed us to experiment with the management of cost
annotations, the declaration of complexity assertions, the generation of
complexity obligations and their interactive solution (tasks covered by WP5).
During the third period no tasks have been active for WP2. Bug fixing and
minor code improvements have been nevertheless performed throughout the
project.
We do not deviate from Annex 1 for WP2.
WP3: Verified Compiler – Front End

The goal of this Work Package is to build the trusted version of the
compiler front-end, from some abstract syntax tree representation of (a large
subset of) the C language to three-address like intermediate code.
During the third period only Task 3.4 has been active.
Task 3.4 is the certification of the compiler front-end.
The first difficulty has been to understand the exact statement we were
interested in proving. Real time programs are often reactive programs that
loop forever responding to events (inputs) by performing some computation
followed by some action (output) and the return to the initial state. For looping
programs the overall execution time does not make sense. The same happens
for reactive programs that spend an unpredictable amount of time in I/O. What
is interesting is the reaction time that measure the time spent between I/O
events. Moreover, we are interested in ruling out programs that crash running
out of space on a certain input.
The solution we found is based on the notion of measurability. We say
that a run has a measurable sub-run when both the prefix of the sub-run and
the sub-run do not exhaust the stack space, the number of function calls and
returns in the sub-run is the same, and the sub-run starts with a label emission
statement and ends with a return or another label emission statements. The
stack usage is estimated using the stack usage model that is computed by the
compiler.
What we prove is that for each C run with a measurable sub-run there
exists an object code run with a sub-run such that the observables of the pairs
of prefixes and sub-runs are the same and the time spent by the object code in
the sub-run is the same as the one predicted on the source code using the time
cost model generated by the compiler.
The main idea of the proof consists in tracing the evolution of measurable
sub-runs during compilation. The proof for a While language developed in WP2
during the first period did not scale to a language with function calls. In
particular, we found no way to statically predict the cost of basic blocks of
generic object code programs that contain function calls. The solution found at
the end of the second period consisted in proposing a new style for describing
semantics of programs. We call it the structured traces semantics. A structured
traces semantics maps programs to structured traces, that are streams of
observables where additional structure is imposed on the stream. For example,
we impose that every converging function call should return immediately after
the call itself, which is not generally true for every run of an object code
program. For example, programs that accidentally corrupt the stack do not
satisfy the property.
The front-end correctness proof is made of two parts. The first one proves
that the the source code instrumented with label emission statements in
proper places simulates the original program and respects some syntactic
invariants. This part of the proof has been completed in the third period.
The second part proves that every measurable sub-run of a C program
admits an RTLabs structured trace (RTLabs is the last language of the front-end

and the first one of the back-end). Moreover, the sub-run and the structure
trace have the same observables and the same happens for their prefixes. The
proof consists in a standard forward simulation argument from C to RTLabs,
paired with a new proof of propagation of syntactic invariants from the C to the
RTLabs program. Finally, there is a proof that every measurable sub-run of an
RTLabs program that satisfy the invariants admits a structured trace.
The existence of structured traces, that is peculiar of our approach, has
been completed in the third period. The proof of propagation of invariants has
been replaced with a certified procedure that checks if the invariants are
respected on the RTLabs code, aborting compilation if this is not the case. Only
the forward simulation proof, which is not novel and pretty standard, has not
been completed yet.
An additional result, not planned in the description of work, consisted of
showing the equivalence of our executable semantics for C with the nonexecutable one developed in CompCert and ported to Matita. The aim of this
additional proof was to raise our confidence in the C semantics: bugs in the
semantics may hide bugs in the compiler. A very surprising discovery had been
bugs in the CompCert semantics, one of which actually masking a bug in the
CompCert compiler itself. This represents evidence of the benefits of an
executable semantics that can be tested by running it on actual programs.
Contrary to CompCert, all the semantics in use in CerCo are executable.
We deviated from Annex 1 for WP3 in non completing the only part of
the proof that is standard.
WP4: Verified Compiler – Back End
The goal of this Work Package is to build the trusted version of the
compiler back-end, from intermediate three address code to object code
language.
During the second period only Task 4.4 has been active.
Task 4.4, is the certification of the compiler back-end.
The compiler back-end proof is made of several independent results: 1)
there exists a notion of similarity among structured traces that induces a
notion of formal simulation: a program S is simulated by a program T when
every structured trace of S is simulated by a similar structured trace of T; 2) for
each compiler pass there exists a forward simulation (in the previous sense)
between the source code and the target code of the pass; 3) a proof of forward
simulation implies that the source and target runs that admit a structured trace
emit the same labelled trace (sequences of label emissions or function
calls/returns); 4) the proof that execution cost of a run associated to a
structured trace executes with a certain cost iff that cost is the sum of the
costs statically associated to each label occurring in the labelled trace.
Because of 4), the time cost model computed by the back-end is correct
for the object code. Because of 2) combined with 3) and the front-end proof,

the same cost model is also correct for the C source code. The proof of 2) also
establishes correctness of the stack cost model computed by the back-end.
The proofs 1), 3) and 4) are peculiar of our approach and they have been
completed.
The forward simulations proof of 2) are non standard since they involve
the consumption and construction of structured traces, mixing together
intensional and extensional reasoning. We have provided and proved correct
two proof layers that try to disentangle the two reasonings.
The first proof layer reduces a forward simulation between structured
traces to a series of local conditions that ask, for each execution step in the
source code, to show the existence of structured traces fragments that have
some properties. Proving the local conditions is much simpler than proving the
existence of the entire trace, and the proof layer is so generic to be reused to
save code for every simulation argument.
The second layer only works for those compiler passes whose source and
target language are graph languages. All complex passes (parameter passing
implementation, register allocation, etc.) have this shape. The layer reduces
the local proof obligations to simpler ones that essentially ask the same local
conditions of a traditional forward simulation proof, plus a very few and simple
syntactic conditions on the locally generated code (e.g. the translation of a
step that does not perform a call should not perform a call either). This
complex second layer, that alone saves about 3000 proof lines per pass, was
made possible by our uniform representation of back-end languages. Contrarily
to standard practice, in Task 4.2 we defined a common parameterized syntax
and semantics for all back-end languages (but assembly and object code) and
a common parametric translations between any two back-end language
instances. The common representation allows to experiment more quickly with
additional passes and to factorize more code reducing debugging and proving
time. It also allows to make some passes more generic and potentially more
easily swappable. For example, the LTL to LIN pass of the untrusted prototype
has been replaced by a generic pass that takes any graph based intermediate
language and generates a linear representation for it serializing the graph and
introducing explicit GOTO statements to represent backward graph links.
The two proof layers peculiar of our approach have been certified in Matita.
They reduce the simulation proofs on structured traces to pretty standard
simulation proofs. The standard proofs have not been completed, with the
exception of the linearization proof (to assess the advantages of our generic
representation) and of the proof of correctness of our optimizing assembly. In
particular, this is the first formal proof of an assembler that implements branch
displacement, which is known to be an error prone optimization.
Note that, comparing with the proof methodology presented in D2.1, we are
dropping the proof that shows that compilation commutes with erasure of
labels. That proof only provides more information on the actual behavior of the
compiler by showing that insertion of cost labels has no ultimate effect on the
object code. At the C level it is already possible to easily prove that labels do
not affect the extensional properties and, as far as intensional properties are
concerned, the additional insight gained is not worth the effort of a formal
proof. Moreover, it also rejects some potentially useful compiler behaviors, like

the possibility of compiling the same code twice, with and without enabling an
optimization, to compare the cost associated to cost labels and decide if the
optimization actually improves the execution time
We deviated from Annex 1 for WP4 in non completing the only parts of
the proof that are standard.
WP5: Interfaces and Interactive components
The aim of WP5 is to develop a proof of concept prototype, by interfacing with
extant tools, to show how the annotations produced by the compiler can be
exploited in order to draw complexity assertions on the execution time of the
program.
The tasks active during the third period have been Task 5.2 and Task 5.3.
However, most of the work expected for the third period was already
anticipated to the second one. In the third period we focused mostly on
maintenance and testing (also as part of Task 6.1).
Task 5.2 is devoted to the automation of the complexity proofs generated by
the Frama-C plug-in developed during the second period in Task 5.1 and
updated and improved during the third period.
The plugin, to a first approximation, takes the following actions:
(1) it receives as input a C program;
(2) it applies the CerCo compiler to produce a related C program with
cost annotations;
(3) it applies some heuristics based on an abstract interpretation analysis
to produce a tentative bound on the cost of executing a C function as a
function of the value of its parameters;
(4) it calls the provers embedded in the Frama−C tool to discharge the
related proof obligations.
Like most WCET tools, the aim of the plugin is to provide a bound for the worst
case execution time of a function. The novelty, compared to standard WCET
tools, are: 1) the automatic generation of the bound of a function is a function
of the value of the parameters and not simply a number; 2) the bound is
formally proved to be correct.
The main job performed in the task has been to experiment with several
equivalent formulations of the cost invariants in order to identify those that are
better handled by the theorem provers. For example, it turned out that
reformulating the cost of loops with recursive functions in place of big sums
greatly augments the effectiveness of some provers.
Moreover, during the third period we continued in Task 5.2 the work done in
Task 5.1 during the second period. The plugin was partly rewritten to port it to
the forthcoming Frama-C release. Moreover, the algorithms were improved to
cover larger and larger classes of examples and extensive testing was
performed on selected use cases.

Task 5.3 is aimed at delimiting the practical applicability of the plugin
developed in T5.1/T5.2. To this end, the tool has been applied to the C code
generated by the Lustre compiler and to some other simple C programs.
Lustre is a synchronous language where reactive systems are described by the
flow of values. It is provided with a compiler that transforms a Lustre node (any
part of or the whole system) into a C step function that represents one
synchronous cycle of the node. A WCET for the step function is thus the worst
case reaction time for the component, the most valuable non-functional
property of a synchronous language. The generated C step function neither
contains loops nor is recursive, which makes it particularly well suited for the
use case: the complexity proof obligations generated by Frama-C are simple
enough to be automatically solved by the theorem provers integrated in
Frama-C without any human intervention.
The most significant result for T5.3 has been the development of another
Frama-C plugin that, given a Lustre program, compiles it to C using the
standard Lustre compiler and then interfaces with the previous cost plugin to
fully automatically certify worst case reaction times for Lustre programs. The
plugin has been successfully tested on some test programs from the Lustre
distribution. The plugin code together with a description and some benchmarks
has been released as deliverable D5.3.
We already deviated from Annex 1 during the second period by
anticipating Task 5.3 from the third to the second period.
WP6: Dissemination and exploitation
The overall objective of WP6 is to manage the knowledge generated by
the project and IPRs, and to bring the technological advances developed within
the CerCo project to the wider scientific community and potential users. The
project will target not only the scientific and academic communities but also
European industries potentially interested in applying formal verification
techniques to embedded software design.
The specific objectives of WP6 have been:
(1) a tailored dissemination activity that will make use of specific
dissemination mechanisms in order to reach the relevant communities;
(2) supervision of the entire project with regard to result applicability and
the promotion of the exploitation.
Task 6.1, active in the third period, focused on user validation and
exploitability. The CerCo prototypes were used in the validation of selected
benchmarks to verify the degree of automation achieved in the certification of
parametric time bounds for C program snippets. We report on the results in
D6.3 (Final report on user validation), where we also present some speculations
on the improvements of the CerCo technology in the middle and long terms.

Task 6.2 was about the contribution to portfolio and concertation activities at
FET-Open level.
During the third period, we also developed Debian packages and a Live
CD (D6.3) for allowing people to easily download and experiment with the
CerCo trusted and untrusted prototypes. Moreover, we organized two events
respectively targeted to potential industrial stakeholders (D6.4) and to the
scientific community (D6.5).
The dissemination activity performed in the second period is described in
the Project management report.
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